
On the day of the election, a poll worker will turn on the DRE 
machine, which will be set for the Election Program to run. 
The poll worker will insert the administrator card which serves 
as authentication and allows the poll worker to print a report to 
ensure that the voting machine is safe and no votes have been 
recorded yet. If the machine is ready, the poll worker will begin 
the election.  When voters arrive to the poll, they will be provid-
ed with a voter card which will be inserted into the machine. 
The voter selects his/her choices and will be taken to a final 
confirmation screen. Upon confirmation, the vote is recorded 
onto the memory cartridge.  The machine is then ready for 
a new voter. This process will continue until the poll closes. 

POST-ELECTIONDURING ELECTIONPRE-ELECTION

This project is about Direct Recording Electronic (DRE) Voting Technology. Our 
research looks into how these machines work, as well as their implications, 
benefits and consequences. We found that there is much controversy all over 
the world concerning these machines. There is concern about the security of 
the machines and the threat of the machines being hacked, making the elec-
tion results invalid. On the other hand, the machines are easy to use, especially 
for people with disabilities such as blindness, and they allow for quick and ac-
curate counting of the votes. In the debate over the further utilization of DRE 
machines, some countries have switched back to paper and others call for im-
proved security mechanisms because switching is an expensive operation due 
to the quasi-irreversibility of investment. Through our research these issues 
are explored in depth and addressed by multiple viewpoints. We also open the 
black box of DRE technology by learning how the technology actually works.
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Direct Recording Electronic Voting Technology: Sequoia AVC Advantage

• Z80 CPU • Three 64kb EPROMs • One SRAM • Firmware
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PRESENTATION OF RESEARCH FINDINGS
Usability & Accessibility - Votes are cast electronically and thus results are faster available. Furthermore, the DRE machine is easy to 
use thanks to its user-friendly touch screen or screen with buttons. For blind people, DRE machines are the only way they can vote pri-
vately because headphones can be attached. However, issues have been raised about the limited accessibility for people in a wheelchair.
Hacking & Security – Concerns have been raised about the possibility of tampering with the hardware without anyone noticing. Experi-
ments have shown that these machines can be compromised without braking the security seal. It is alarming that these machines can 
be bought online and thus an attack can be prepared beforehand. Furthermore, there are debates about the source code being privately 
owned. Some experts argue that an open source code, which is then subject to peer review, will lead to better security mechanisms.
Future trends - Many states and counties have adopted DRE voting technology, and because of the high investments, it is often hard to switch 
from one form of technology to another.  Instead of finding another technology, the focus needs to be on improving securing measures for 
these existing DRE machines in order to make them safe and secure. Many states and countries have adopted DRE machines that print out a 
paper receipt so that voters can check that their vote is correct and serve as a paper trail should any security issues occur with the machine.

• Harvard-architecture machine • Hexidecimal • Removable Memory Cartridges

After the polls close, the poll worker will reinsert the administra-
tor card. Once the poll worker is authenticated as an administrator, 
s/he will be given authorization to officially end the election.  At this 
time, the DRE machine will prompt the poll worker to remove the 
memory cartridge which prints the votes to a results cartridge.  
This results cartridge is then transported to the County Election Board, 
which collects and reads all results cartridges. The votes are read into 
tabulation databases which record the official results of the county.

The technician starts the process by inserting the memory cartridge, which will record the votes throughout the 
election, into the machine and turning the machine on.

1. The machine begins executing in the BIOS which performs some initialization and tests. 
2. Then the BIOS transitions to a menu in Maintenance Utilities awaiting operator input. 
3. The operator selects the Setup Diagnostics program which performs various software and hardware tests.
4. The Define Ballot Program checks the memory cartridge inserted into the machine and upon finding a ballot  
 definition transitions to the Ballot Verify Program. 
5. The Ballot Verify Program checks that the format of the ballot is correct and ensures that the files which   
 hold the vote counts are empty. 
6. When all is correct, control transfers to the Election Program for the pre-election logic and accuracy testing. 

The voting machine is powered off at this point, locked with a security seal, and shipped to the polling places. 


